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Figure 1. Traditional Cryptography 
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Figure 2. CDMA Communication System 
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Figure 3. Cryptography over CDMA Communication System 
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Figure 4. Spreading Sequence Generated by Key 
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Figure 5. Wireless LAN 
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Figure 6. Master Agent Transmits Spreading Sequence to Authorized Slave Agent 




Figure 7. Components for Master Agent 
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Figure 8. Components for Slave Agent 
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Figure 9. Secure Subnet with Multiple Spreading Sequences 




Figure 1 1 . Multiple WLANs in Close Vicinity 
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Figure 12. Interconnect Distant WLANs Securely 



Master Agent generates a new 
spreading sequence, or selects an 
existing spreading sequence from 
the database. 
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Master Agent encrypts the 
spreading sequence with the 
public keys of the authorized 
slave agent(s). 
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Master Agent broadcast out the 
encrypted spreading sequence. 



r 



256 



Figure 13. Master Agent Generates a New Spreading Sequence 



Slave Agent receives the 
encrypted spreading sequence 
from the Master Agent. 
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Slave Agent decrypts the 
spreading sequence with the 
private key of the Slave Agent. 
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Slave Agent stores the new 
spreading sequence. 
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To transmit data, Slave Agent 
spreads out-going traffic with the 
new spreading sequence. 
To receive data, Slave Agent de- 
spreads the incoming traffic with 
the new spreading sequence. 
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Figure 14. Slave Agent Receives a Spreading Sequence. 



